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Cri tica l Systems Client Portal (DMZ)

VeloCloud H/A
Intercon

Core 
Network

Intercon  to DMZ

Connection to 
Internet
Gateway

Note – Customer is requiring an external IP passthrough to 
the DMZ for the Client Portal Website hosted in the 
Datacenter

This should be a simple route Passthrough from external IP 
Address to Internal IP Address or a Port Redirect from 
External to Internal on ports 80 and 443. The VeloCloud 
Appliances will not provide any advanced security, they will 
only provide stateful forwarding to the internal address or 
designated DMZ.

Internet

Internet 
Gateway

VeloCloud 
Gateway

VeloCloud 
Gateway

Internet GSG 
Gateway

GSG 
Gateway GSG 

Gateway

All Tunnels Traverse 
either the ADI Circuit 

or 3rd Party 
Broadband Circuit

All Tunnels Traverse 
either the ADI Circuit 

or 3rd Party 
Broadband Circuit

PER –3rd Party 
Broadband

Remote Users

WFH Users

- IPSec Tunnel with 256-bit AES Encryption

IPSec VPN

Work from Home and Remote Access 
users will enter the network through 
GSG and route back through the 
SDWAN Network to the requested 
destinations to access the required 
resources. The WFH & Remote users 
will still be able to make use of the 
clientless access as shown in the 
demo.

SDWan Route
to GSG for

EPIC|GC|SaaS

IPSec VPN

IPSec VPN

USM Sensor

Syslog Stream 
to Control Node

Cortex Data Lake

USM Anywhere

Syslog Stream to 
Cortex Data Lake

Syslog 
to Sensor

AT&T MSS 
Team

AT&T
SOC

Panorama

WellStreet 
Security/

Networking  Team

AT&T SDWan 
Mgmt Team

R/W

R/W

R/W

R/O

R/W

R/W

VeloCloud Management

Panorama Management

USM Sensor

Syslog
to Sensor

Syslog to
Control Node

VeloCloud
Requests to 192.168.1.x/24
1:1 Nat to 192.168.2.x/24

Everything else stay un-nat’d

IP route
Source 10.1.1.10/ nat 192.168.2.10 to destination 

192.168.1.54

IP route
Source  192.169.1.54 to  nat 192.168.2.24/10.1.1.24
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